Information Security Guidelines for Bangladesh

(Draft)
1. Audience
As computers become more indispensible in daily lives, cyber security is growing in its importance. The Information Security Guidelines provide a generic framework to all who are responsible for establishing, managing, implementing or maintaining information security in their respective agencies.  

2. Scope

The aim of this part of the Information Security Guidelines is to provide agencies with some of the more common threats and vulnerabilities related to information security. It is not meant to be a comprehensive list of threats and vulnerabilities.  

3.  Definitions

· Accountability:  The property that ensures that the actions of an entity may be traced uniquely to the entity. 

· Authenticity:  The property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities such as user, process, system and/or information. 

· Confidentiality:  The property that information is not made available or disclosed to unauthorized individuals, entities, or processes. 

· Information:  An asset that has a value to an organization. It can be printed or written on paper, electronically stored, shown on films or spoken in conversation. 

· Integrity:  Accuracy and completeness of information and processing methods are safeguarded. 

· Availability: Information and associated assets are accessible by authorized users when required. 

· Reliability:  The ability of the information asset to tolerate faults that may render it unusable or incorrect.

· Threat:  A potential cause of an unwanted event which may result in harm to an organization. 

4. OVERVIEW 

Information and information systems are exposed to numerous threats that can result in significant loss and damage to organization and government. A threat has the potential to cause harm to information assets. Threats may come from a number of internal and external sources. They may be caused by a deliberate action aimed at information assets, human actions which can accidentally damage information assets, and/or an environmental or natural event.  

Cyber threats are continually evolving, especially if the business or Information & Communication Technology (ICT) environment changes. The interdependencies among the communications, banking and finance, transport, energy and utilities, information services, emergency and defense services have increased the likelihood of threats to the agency. Recent hacking of District Web Portals of Bangladesh and Rapid Action Battalion (RAB) website are the example of embarrassments for the government.
Threats exploit vulnerabilities in the information assets. Vulnerability is a weakness in the physical environment, organization and management, procedures, personnel, operations, hardware or communications equipment, and software. Most significantly vulnerabilities are created when security controls, in the broadest sense, are either incorrectly configured or not updated when flaws are found by users or vendors. Some threats and vulnerabilities may impact one or more information assets. 
Areas of Security Preparedness

A.  Environmental Threats 

Environmental threats include natural disasters and other environmental conditions. These threats result in the loss of availability of information which could lead to: 

• Incorrect decisions being made; 

• Inability to perform critical tasks; 

• Loss of public confidence or image; 

• Financial loss; 

• Legal liabilities and breakdown of “duty of care”; 

• Additional costs being incurred. 

In addition, these threats can affect the health and safety of personnel, which can cause to permanent or temporary loss of staff.  If these threats are coupled with inadequate physical security, they could also result in loss of confidentiality of information. 

Natural Disasters  

Bangladesh is regularly affected by a large range of natural hazards. Every year numerous communities are threatened and damaged by severe storms and floods, while most summer seasons bring the risk of serious electricity shortage to many regions. The likelihood of a natural disaster affecting the organization will depend on its location of its information processing facilities and stored data. For example, a computer facility near costal belts of Chittagong, Khulna and Barisal or near river will be more likely to be affected by floods than one that is located in the central regions of the country. 

Natural disasters in Bangladesh are described below: 
EARTHQUAKE 

The tectonic plate travels through the Bangladesh and have past records of severe earthquakes. Chittagong Hilltracts areas, including Dhaka Sylhet, Rangpur have experienced earth tremors. The 1885 Bengal Earthquake, also known as Manikganj Earthquake, is one of the major earthquakes triggered in the historical past. It is not only the 1885 Bengal Earthquake, the 1762 Bengal-Arakan Earthquake located somewhere in Chittagong hill tracts and the 1918 Earthquake located near Srimongal / Kishoreganj are the two other major earthquakes of great concern in Bangladesh. In addition, the well familiar 1897 Great Assam Earthquake that devastated almost entire Bangladesh is categorized as the great earthquake due to its >8 magnitude on Richter scale. However, the 1885 Bengal Earthquake with its possible epicenter near Kudalia in Saturia (Manikganj) and magnitude between 7 and 8 is of great concern for a megacity like Dhaka. The earthquake damage and consequent casualty risk of Dhaka are very high because of its very high population of about 13 million and large percentage of unplanned buildings and structures. The earthquake disaster risk index (EDRI) for Dhaka stands top among the twenty high risk cities in the world.

The earthquake of 19 December 2001 with its location 23.6o N 90.4o E, magnitude 4.5 - 4.8, and focal depth 10 km and couple of other low magnitude earthquakes in the mid seventies located near Dhaka possibly are the knocking alarm for Dhaka city. Roger Bilham and Philip England, in their paper published in the Nature science magazine, opined that 1897 Great Assam Earthquake constitutes a significant seismic threat to nearby densely populated regions of Bangladesh and to the very large city of Dhaka. The return period calculation suggests that 1885 Bengal earthquake is likely to recur by 2015 having return-period character of 130 years. John W. Whitney of USGS opined that 7 large or 1 great earthquake is likely to occur in every 135 years in and around "eastern seismic belt" of the Indian plate.
Examples of vulnerabilities due to earthquake:
· Location is in an area susceptible to earthquakes; 

· No Business Continuity plans or procedures for recovery of information and information assets; 

· Back-up files and systems not available. 

FIRE 

The threat of serious fire usually occurs during long national holidays. Examples of fire at City Cell office at Mohakhali, Bangladesh Telephone & Telegraph Board’s exchange at Noakhali, Bashundhara Complex at Panthapath, Dhaka are evident of hazard of fire. Building fire is one of the most  common cause of damage to information processing facilities. It may arise from a natural event or it may be deliberately or accidentally started. Fire may be caused by short circuit ground fault or other electrical fault, carelessly discarded cigarettes, improper storage or negligent handling of materials subject to spontaneous combustion, or improper operation of heating devices.  

Examples of Vulnerabilities 

· Lack of fire detection devices; 

· No Business Continuity plans or procedures for recovery of information and information assets; 

· Back-up files and systems not available. 

FLOOD 

Flood can be caused by a natural source, such as a river overflowing its banks or as a result of storm water, or as a result of another event. In Bangladesh, flood damage to an information processing facility is more likely to come from: 

• Burst pipes; 

• Failure of a water tank or an air-conditioning cooling tank located on a building roof; 

• Water used to put out a fire in the immediate area. 

Examples of Vulnerabilities: 

•  Location is in an area susceptible to floods e.g basement or ground floor of the building; 

•  No Business Continuity plans or procedures for recovery of information and information assets; 

•  Back-up files and systems not available. 

Storm, wind and lightning strikes can all cause power outages, resulting in damage to hardware, potential loss of data and denial of service. These events can also cause physical damage to buildings through fallen trees and damage to glass windows. 

Examples of Vulnerabilities: 

· Location is in an area susceptible to storms; 
· No Business Continuity plans or procedures for recovery of information and information assets; 

· Back-up files and systems not available. 

TIDAL SURGE/WAVE 

Tidal Surge / Wave are common phenomenon in the coastal areas of Bangladesh. There have been specific reports of tidal surges or waves in coastal areas such as Chittagong, Barisal, Patuakhali and Khulna area causing infrastructure damage.
Examples of Vulnerabilities: 

· Location is in an area susceptible to tidal surges or waves; 

· No Business Continuity plans or procedures for recovery of information and information assets; 

· Back-up files and systems not available. 

B. External Threats
Cyber Crime
Information and communication technologies are rapidly becoming an integral part of the Bangladeshi society. Through favorable government initiatives and policies ICTs are spreading fast    reaching the farthest corners of the country to make a common citizen’s life easier, efficient and faster. Today more and more people across the country are accessing ICTs to meet various needs of their daily life - getting government information and services online, storing information, processing data, sending and receiving messages, communications, controlling machines, typing, editing, designing, drawing, and so on. But this is only one facet of the information technology; today the other facets are the challenges not for only Bangladesh but for the whole world like cyber crimes and moreover cyber terrorism. There can be no one exhaustive definition of cyber crime. However, any activities which basically offend human sensibilities can also be included in its ambit. On the other hand cyber terrorism is the premeditated use of disruptive activities, or the threat thereof, in cyber space, with the intention to further social, ideological, religious, political or similar objectives, or to intimidate any person in furtherance of such objectives.

In the cyber world Bangladesh is not an isolated island. It faces the same sophistication of attacks as that of USA and other developed countries are facing. There is no reason to think that Bangladesh can survive the cyber attacks taking less sophisticated measures than the developed countries. This should also be noted that cyber security is a continuous process and not a one-time solution. As the security practices and solutions are continuously improving so are the attacks. Therefore, it is a continuous process and need to be at par with the international standards.

In Bangladesh, several cyber attacks have been observed within the past few years and to prevent further proliferation proper actions need to be in place fast. The hackers and terrorists have caused substantial damages to computer systems including loss of data, disruptions in government’s service delivery, privacy and confidentiality, intellectual property crimes, selling illegal articles, pornography etc. In Bangladesh’s cyber space these are achieved through many methods such as spoofing, internet phishing, wire transfer etc. Disrupting government services through coordinated attack of government systems cause damages to citizens and government. In recent years there have been several cases of violation of privacy and confidentiality through pornography where many citizens are victimized and threatened by the abuser to pay extortion money to keep their sensitive information intact to avoid social damages. All of these caused a greater damage to the society and government and often corrupted the young minds that are vulnerable.

With time cyber crime is becoming more and more common and also becoming more sophisticated. Cyber terrorists prefer using the cyber attack method because of its many advantages i.e. it is cheaper than traditional methods, very difficult to be traced, can hide the attacker’s personality and location information and there are no physical barriers. Using this method the attackers can target a large number of people easily.

The type of attack Bangladesh is facing can be categorized as the following; 

(1) Privacy violation: violating a citizen’s or an organization’s non-public information assets. 

(2) Secret information appropriation and data theft: unauthorized access and/or distribution of information assets.
(3) Intentional corruption of e-governance information systems: deliberate damage to information systems of government organizations

(4) Distributed denial of services: Intentional overloading of an information system so that it cannot provide its intended services to its customers.
(5) Network damage and disruptions: Involves a combination of computer tampering, virus attacks, hacking, etc.

(6) Sexually explicit material: involves materials that are unlawful and unethical by national standards 

This document will not cover defamatory material because that is a matter of a larger ongoing social debate. 

The intention of a cyber terrorism attack could range from economic and social disruptions of financial benefits. Although cyber attacks have caused billions of dollars in damage around the world and affected the lives of millions, security experts believe this world have yet to witness the implications of a truly catastrophic cyber terrorism attack.  Since Bangladesh is just entering the cyber world so far the damages are minimum. Some of the affects are the disruption of government’s service delivery, network delays and information access for citizens, costs of forensics for recovery, loss of critical communications in time of emergency. These are the direct damages caused by cyber attacks. However, there are indirect damages involved, for example, loss of confidence and credibility in government systems, tarnished relationships and public image globally and loss of trust in the country’s computer industry.
Causes Behind the External Threats
Hacking: Hacking is committed if someone, with the intention of causing wrongful loss or damage (or with the knowledge that such damage or loss is likely to result) to the public/any person, destroys/deletes/alters any information residing in a computer resource, diminishes its value or utility, or affects it injuriously by any means. This is the most common cause of cyber crime in Bangladesh.

Lack of skilled human resources: Human resources are very scarce in the security space. There are very few people who are certified security professionals and can perform security audit on an information system against actual requirements. There is no security professional in government bodies. IT professionals in the government are very poor in terms of numbers, and have to increase by multiple folds.

Non-use of internationally accepted security standard practices: Information security describes activities that relate to the protection of information and information infrastructure assets against the risks of loss, misuse, disclosure or damage. Information Security Management Systems with a set of well defined security controls are absent in the government organizations which is making the information systems vulnerable. A formal specification of a management system for government bodies that is intended to bring information security under explicit management control is missing. 

Absence of information security classifications/categorizations:  A well defined guideline and standards for information categorization/classification is absent in Bangladesh by which information can be easily identified and then its security standard can be easily established. As a result the agencies or the service providers may build week security around important systems and also may not be able to manage it properly. With the guideline and standards in place every service provider or agency will know what type of security is required for each information systems.

Strategies for Ensuring Cyber Security

Objective

The national strategy to secure cyberspace should focus on the following areas:

· Develop/adopt and implement information security standard practices in government agencies and in their service providers. 

· Develop a security policy and map it with the country’s legal system.

· Develop a information security response system

· Minimize damage and recovery time from cyber attacks 

Developing/adopting Standards 

There are international standard practices for information and cyber security management for example SOGP (Standard of Good Practices), ISO 27001: Information Security Practices, RFC 2196 etc. ISO 27001 has also been adopted by many governments around the world as their security management practices. A formal specification means that it mandates specific requirements for information and communication security. The standard practice requires that the following conditions are met:

· Management systematically examines the organization's information security risks, taking account of the threats, vulnerabilities and impacts. 

· A coherent and comprehensive suite of information security controls and/or other forms of risk treatment (such as risk avoidance or risk transfer) to address risks that are deemed unacceptable are designed and implemented.

· A change management process is  adopted to ensure that the information security controls continue to meet the organization's information security needs on an ongoing basis.

· A special amendment is  made over the standards document to accommodate special needs of an agency/industry.  

Like many other governments around the world Bangladesh government may take ISO 27001 as a standard for information security both in organizational level and for the cyberspace. ISO/IEC 27001 is a part of the growing ISO/IEC 27000 family of standards, for Information Security Management System (ISMS) published in October 2005 by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). Its full name is ISO/IEC 27001:2005 - Information Technology -- Security Techniques -- Information Security Management Systems -- Requirements but it is commonly known as "ISO 27001". ISO/IEC 27001 formally specifies a management system that is intended to bring information security under an explicit management control. Being a formal specification means that it mandates specific requirements. There are several other standards concerning the ISO 27000 family of standards which were introduced to government bodies for enhance security. 

Published standards

· ISO/IEC 27000 — Information security management systems — Overview and vocabulary 

· ISO/IEC 27001 — Information security management systems — Requirements

· ISO/IEC 27002 — Code of practice for information security management

· ISO/IEC 27003 — Information security management system implementation guidance

· ISO/IEC 27004 — Information security management — Measurement

· ISO/IEC 27005 — Information security risk management

· ISO/IEC 27006 — Requirements for bodies providing audit and certification of information security management systems

· ISO/IEC 27011 — Information security management guidelines for telecommunications organizations based on ISO/IEC 27002

· ISO/IEC 27033-1 - Network security overview and concepts

· ISO 27799 - Information security management in health using ISO/IEC 27002 [standard produced by the Health Infomatics group within ISO, independently of ISO/IEC JTC1/SC27]

Standards in preparation

· ISO/IEC 27007 - Guidelines for information security management systems auditing (focused on the management system)

· ISO/IEC 27008 - Guidance for auditors on ISMS controls (focused on the information security controls)

· ISO/IEC 27013 - Guideline on the integrated implementation of ISO/IEC 20000-1 and ISO/IEC 27001

· ISO/IEC 27014 - Information security governance framework

· ISO/IEC 27015 - Information security management guidelines for the finance and insurance sectors

· ISO/IEC 27031 - Guideline for ICT readiness for business continuity (essentially the ICT continuity component within business continuity management)

· ISO/IEC 27032 - Guideline for cyber security (essentially, 'being a good neighbor' on the Internet)

· ISO/IEC 27033 - IT network security, a multi-part standard based on ISO/IEC 18028:2006 (part 1 is published already)

· ISO/IEC 27034 - Guideline for application security

· ISO/IEC 27035 - Security incident management

· ISO/IEC 27036 - Guidelines for security of outsourcing

· ISO/IEC 27037 - Guidelines for identification, collection and/or acquisition and preservation of digital evidence

The government may also adopt Standard of Good Practices (SOGP) for IT security practices. The Standard of Good Practice (SoGP) is a detailed documentation of identified good practices in information security. First released in 1996, the Standard is published and revised every two or three years by the Information Security Forum (ISF), an international association of organizations in financial services, manufacturing, consumer products, telecommunications, government, and other areas. The Standard is available free of charge for non-commercial use from the ISF, whereas other ISF reports and tools are generally available only to member organizations. The Standard is used as the default governing document for information security behavior by many major organizations around the world, by itself or in conjunction with other standards such as ISO/IEC 27002 or COBIT.  

Using such systems will force users to consider and assess risks and design security systems based on those risks making application and services more secure. These standards cover security management at enterprise level by securing business applications, web services, computer systems, network, processes and systems.

Policies for Adaptation of Global Best Practices

Concerned organizations will review information security related global best practices such as recommendations made by ISO or ITU to develop relevant capacities such as policies, procedures, and standards to deal with information security related issues, already faced and/or likely to be faced by the organization.

BDS ISO/IEC 27000 — Information security management systems — Overview & vocabulary should be adapted to address individual organization’s security need.

 The ISO/IEC 27000-series (also known as the 'ISMS Family of Standards' or 'ISO27k' for short) comprises information security standards published jointly by the International Organization for Standardization (ISO) and the International Electro-technical Commission (IEC) and adopted by Bangladesh Standards and Testing Institution (BSTI) as National Standards for Bangladesh should be carefully investigated and mapped to concerned organization’s work processes to develop relevant capacities.

Organizational Readiness Requirement

All government and public enterprises will formulate its Information Security Guideline. The organizations may develop such policy independently through own experts or outsourcing or through panels of IS Auditors list prepared by the Office of the Controller of Certifying Authority (CCA). These guideline may also be supplemented by the IS Operations Manual. The levels of IS Guideline and Operations Manual may be decided by individual organization based on the importance of the information. 
Bangladesh Computer Council will develop its capacity in the area of Information Security and also conduct regular training courses and workshops to disseminate IS related capacity within the country. As part of this activity BCC will take steps to organize national level BDCERT/BDCIRT jointly with Bangladesh Telecommunication Regulatory Commission (BTRC).     

Partnerships

The unique capabilities of a wide set of partners (non government enterprises, defense, educational institutes, associations etc.) needs to be leveraged to create advanced security capabilities. Partnerships with academic institutions, defense and industry can benefit the development of standard practices and  awareness campaigns. Also public-private engagement should be seriously considered as it is a key component to most countries’ strategy to secure cyberspace. This is true for several reasons. Public-private partnerships can usefully confront coordination problems. They can significantly enhance information exchange and cooperation. Public-private engagement will take a variety of forms and will address awareness, training, technological improvements, vulnerability remediation, and recovery operations. The following areas can be addressed through public-private partnerships:  

· Intra-Government: Support and benefit from security-related programs and initiatives throughout the government agencies. Build a knowledge base of security practices, response, DR practices etc.

· Academia: Help build future generations of security professionals and train existing government officials. Prepare awareness for all information systems stakeholders.

· Cyber security and IT Industries: Expand technical relationships with critical service providers. Build standards and adopt best practices with the industry. Also build a partnership model for auditing.

· International: Enhance global cyber security situational awareness and build partner capacity. 

Government activities should also support research and technology development that will enable the private sector to better secure privately-owned portions of the nation’s critical infrastructure.

Legal and policy recommendations

To improve the quality of security contracts, the government will develop standard SLAs to address security, non-disclosure agreements and disaster recovery issues. This will also help government protect their digital assets while outsourcing. 

The current legal and policy framework does not cover every aspect of cyber crime and thus needs to be reworked and mapped with the relevant laws. To accommodate standard practices, develop workable SLA’s and protect citizens’ privacy and confidentiality  new laws and updating some old ones need to be done.   Developing clearer definitions are also important to avoid ambiguity in legal systems. The following needs to be addressed in the legal system: breach of confidentiality and privacy, contracts and SLAs, damages caused by cyber crime, specific performance of the contract, punishment for criminal breach of trust, cheating and dishonestly inducing delivery of property, consumer protection clauses and specific relief clauses.
Central Entity for Coordination

A central entity for coordination will be formed jointly by BCC and BTRC to unite all security agencies and coordinate cyber security issues among them. To secure Bangladesh’s cyber space the responsibilities of the body should include:

· Developing a comprehensive national plan for securing the key resources and critical infrastructure of Bangladesh

· Providing crisis management in response to attacks on critical information systems;

· Providing technical assistance to the private sector and other government entities with respect to emergency recovery plans for failures of critical information systems;

· Coordinating with other agencies of the government to provide specific warning information and advice about appropriate protective measures and countermeasures to the agencies

· Performing and funding research and development along with other agencies or private sector that will lead to new scientific understanding and technologies in support of cyberspace security.

· Developing/Adopting and implementing standard practices for securing cyber and information space

· Guiding and building relation to other government bodies and international agencies to share knowledge and build co-operation against cyber crime and thus making the country’s cyber space more secure.

Consistent with these responsibilities, the authority should become a government center of excellence for cyber and information security and provide a focal point for government and non-government organizations including the private sector, academia, and the public.

