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ABBREVIATIONS 

AS/NZS Australia/New Zealand Standard 

CeRT  Computer Emergency Response Team 

DoS  Denial of Service 

FFIEC  Federal Financial Institutions Examination Council 

ICT  Information and Communication Technology 

IDS   Intrusion Detection System 

IEC  International Electrotechnical Commission 

IETF  Internet Engineering Task Force 

IPS   Intrusion Prevention System 

IS  Information Security 

ISAC   Information Sharing and Analysis Center 

ISMS  Information Security Management System 

ISO   International Organization for Standards 

IT  Information Technology 

OECD  Organization for Economic and Cooperation Development 

PDCA  Plan-Do-Check-Act Cycle 

RFC  Request for Comment 

RSA  Rivest, Shamir and Adleman 

USA  United States of America 
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TERMS AND DEFINITION 

Asset anything that has value to the organization 
 
Availability  Information Systems should be available to users at any given or specified period of 
time.  
 
Information System an electronic information system that processes data electronically through 
the use of information technology - including but is not limited to: computer systems, servers, 
workstations, terminals, storage media, communication devices, network resources and Internet.  
 
Confidentiality  only authorized persons are allowed to know or gain access to the information 
stored or processed by Information Systems in any aspects.  
 
Integrity  only authorized persons are allowed to make changes to the information stored or 
processed by Information Systems in any aspects.  
 
IT Security Policy a documented list of management instructions that describe in detail the proper 
use and management of computer and network resources with the objective to protect these 
resources as well as the information stored or processed by Information Systems from any 
unauthorized disclosure, modifications or destruction.  
 
Classified Information refers to the categories of information classified in accordance with the 
Security Regulations.  
 
Control  means of managing risk, including policies, procedures, guidelines, practices or 
organizational structures, which can be of administrative, technical, management, or legal nature 
 
Guideline a description that clarifies what should be done and how, to achieve the objectives set 
out in policies information processing facilities any information processing system, service or 
infrastructure, or the physical locations housing them 
 
Information security preservation of confidentiality, integrity and availability of information; in 
addition, other properties, such as authenticity, accountability, non-repudiation, and reliability can 
also be involved 
 
Information security event an information security event is an identified occurrence of a system, 
service or network state indicating a possible breach of information security policy or failure of 
safeguards, or a previously unknown situation that may be security relevant 
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Information security incident an information security incident is indicated by a single or a series 
of unwanted or unexpected information security events that have a significant probability of 
compromising business operations and threatening information security 
Policy overall intention and direction as formally expressed by management 
 
Risk combination of the probability of an event and its consequence 
 
Risk analysis systematic use of information to identify sources and to estimate the risk 
 
Risk assessment overall process of risk analysis and risk evaluation 
 
Risk evaluation process of comparing the estimated risk against given risk criteria to determine 
the significance of the risk 
 
Risk management coordinated activities to direct and control an organization with regard to risk 
 
Risk treatment process of selection and implementation of measures to modify risk 
 
Third party  that person or body that is recognized as being independent of the parties involved, as 
concerns the issue in question 
 
Threat a potential cause of an unwanted incident, which may result in harm to a system or 
organization 
 
Vulnerability  a weakness of an asset or group of assets that can be exploited by a threat 
 
Exploit A technique or code that uses a vulnerability to provide system access to the attacker. 
 
Social engineering Obtaining information from individuals by trickery. 
 
Spoofing A form of masquerading where a trusted IP address is used instead of the true IP address 
as a means of gaining access to a computer system. 
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ABOUT THE GUIDELINE 

INTRODUCTION 

Information is one of the most important assets for a nation, government, public or private 
organization, and for its citizen. Information exists in many forms. Whatever forms (printed or 
written on paper, stored electronically, transmitted by physical/electronic means, shown on 
films, or spoken in conversation) it takes, or means by which it is shared or stored, it should 
always be appropriately protected to establish and maintain trust among the stakeholders of the 
information.  
 
Every agency including government, non-government or business uses information. Various 
threats may affect the security - confidentiality, integrity and availability - of this information 
thus may spoil the property of the agency. Every acting and non-acting agency or individual 
has a primary role in protecting the nation’s information infrastructure. The security of the 
systems and information is essential to its safety and soundness and to the privacy of every 
stakeholder of the information.  
 
Information security is the protection of information from a wide range of threats and it is the 
process by which an organization protects and secures its systems, media, and facilities that 
process and maintain information vital to its operations. It can be achieved by implementing a 
suitable set of controls, including policies, processes, procedures, organizational structures and 
software and hardware functions. These controls need to be established, implemented, 
monitored, reviewed and improved, where necessary and should be done in conjunction with 
other management processes. 
 
Security measures are ongoing process, which integrates processes, people, technology, 
organizations and nations to protect information by formulating a security process that 
classifies information, identifies risks or threats, evolves and deploys a strategy to mitigate the 
risks or threats in accordance with risk assessment and acceptable risk tolerance levels, tests 
the implementation, and monitors the environment to control the risks, build a emergency 
response team for rapid moves in case of any incident. 
 
BACKGROUND 

As an initiative towards the vision of the government of materializing Digital Bangladesh by 
2021, ICTs are spreading swift and ICT based services are reaching countrys’ utmost places to 
utmost citizen. Moreover the government traditional work process is shifting to ICT enabled 
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work process to ensure good governance throughout the country. As a result information and 
service channel are getting the electronic form. Beside, the widespread use of the Internet, 
handheld and portable computer devices, and mobile and wireless technologies has made 
access to data and information easy and affordable. On the other hand, these developments 
have provided new opportunities for information technology related problems to occur, such as 
theft of data, malicious attacks using viruses, hacking, denial of service (DoS) attacks and even 
new ways to commit organised crime. These risks, as well as the potential for careless 
mistakes, can all result in serious national, financial, reputational and other damages. 
 
In the cyber world Bangladesh is not an isolated island. It faces the same sophistication of 
attacks as that of USA and other developed and developing countries are facing. This should 
also be noted that cyber security is a continuous process and need international cooperation as 
crime can be originated from anywhere in the world.  
 
In Bangladesh, several cyber attacks that have caused substantial damages to computer systems 
including loss of data, disruptions in government’s service delivery, privacy and 
confidentiality, intellectual property crimes, selling illegal articles, pornography have been 
observed within the past few years. To prevent further proliferation proper actions need to be 
in place fast. The government alone can’t expedite and implement this process, everyone who 
is using information for whatever reasons should be aware of and come forward for protecting 
information asset. 
 

SCOPE  

This guideline establishes general principles for initiating, implementing, maintaining, and 
improving information security management within government, non-government agencies 
and end users. Any organization government and non-government agency who wants to ensure 
integrity, accountability, authenticity, availability, confidentiality, privacy of their information 
can use this guideline for implementing information security management within their 
organization. This guideline may serve as a practical guideline for developing organizational 
security standards and effective security management practices and to help build confidence in 
inter-organizational activities.  
 
PURPOSE 

The purpose of this Guideline is to assist Government and non-government agencies to 
establish and maintain their Information Security Management System (ISMS). This Guideline 
is applicable to person who is accountable for the security of information assets; to people who 
are responsible for initiating, implementing and or monitoring risk management within their 
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agency; and to people who are responsible for initiating, implementing and or maintaining 
information security within their agency. 
 
The aims of this Guideline are to: 

�x Raise awareness of the security risks to information assets and how to deal with them. 
�x Assist agencies to deploy and operate Information Security Management System by: 

- providing a coherent approach and method; 
- providing a starting point for policies and plans; and 
- providing information about threats, vulnerabilities and safeguards. 

 
This Guideline may be applied at any stage of an activity, function, project, product or asset 
involving information. Generally, information security management is applied to complete 
information systems and facilities. However, it can also be directed to individual system 
components or services where this is practicable and useful.  
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INFORMATION AND ASSET 

INFORMATION  
Information is an asset that has a value to an agency or to someone outside the custodial 
agency and must therefore be appropriately safeguarded. 
 
Broadly defined Information is the basis on which governments conduct their business. 
Reliable information supports business capabilities, notably by enabling good decision making. 
The Government of Bangladesh holds information that is operationally, administratively, 
politically, commercially or personally significant. The government has a fundamental ‘duty of 
care’ and legal obligations to protect this information from unauthorised or accidental 
modification, loss or release. There are also moral and ethical considerations in the appropriate 
handling of information. 
 
Information can be in any form. It includes: 

�x documents and papers; 
�x electronic data; 
�x the systems (software, hardware and networks) on which the information is stored, 

processed or communicated; 
�x intellectual information (knowledge or perceptions) acquired by individuals; and 
�x physical items from which information regarding design, components or use could be 

derived. 
 
INFORMATION OWNER AND INFORMATION CUSTODIAN 

The Information owner  is a functional owner responsible for ensuring that proper controls are 
in place to address confidentiality, integrity and availability of information, and has authority 
and responsibility for controlling production, development, maintenance; using security 
controls over the asset; placing appropriate level of protection; reviewing the information 
classification, security controls, access restrictions periodically for making cost-benefit 
decisions essential to ensure accomplishment of organizational mission objectives. 
 
The Information custodian is a person designated by the owner to be responsible for 
protecting information by maintaining safeguards and controls established by the owner; taking 
prior approval before sharing information. A custodian is also responsible to perform regular 
backup and data validity testing activities, data restoration from backups periodically, 
implement access control as defined by information owner. Custodian should be assigned for 
each information asset. The custodian remains ultimately responsible for the security of the 
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asset and should be able to determine that any delegated responsibility has been discharged 
correctly. 
 
INFORMATION CLASSIFICATION 

Information of different types needs to be secured in different ways. Therefore a classification 
system is needed, whereby information is classified, a policy is laid down on how to handle 
information according to its class and security mechanisms are enforced on systems handling 
information accordingly. Information classification ensures information receives an 
appropriate level of protection. Information should be classified to indicate the need, priorities, 
and expected degree of protection when handling the information. Information has varying 
degrees of sensitivity and criticality. Some items may require an additional level of protection 
or special handling. An information classification scheme should be used to define an 
appropriate set of protection levels and communicate the need for special handling measures.  
 
Information can be classified in terms of its value, legal requirements, sensitivity, and 
criticality to the country or to the organization. Classification given to information is a 
shorthand way of determining how this information is to be handled and protected. 
Classification systems vary from country to country, most have levels corresponding to the 
following British definitions. Common classification has five levels as mentioned below: 
 

1. Top Secret 
2. Secret 
3. Confidential 
4. Restricted 
5. Public or Unclassified 

 

ASSET 

Asset is anything that has a value to the organization, agency or nation. Information is a key 
asset for an organization. Asset must keep in protection for ensuring trust among stakeholders 
who use and own the asset. Asset is very much related to security risks assessment. The first 
step in assessing security risks is to take stock of your enterprise’s information assets (e.g. 
application programs, stored communications, reports, product designs and specifications, 
proposals, business plans, financial records, databases, and other files and documents residing 
on your organization’s computer systems) 
 
The objective is to organize the assets, conceptually, into appropriate categories, to help 
understand them and their boundaries. It is necessary to determine the appropriate owners of 
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the various assets and convince them to take responsibility for evaluating their importance and 
value. 
 
Asset must be classified for assigning access to that asset. Once the information resources have 
been identified and developed appropriate ways of classifying and understanding their 
perimeters, the next step is to define who needs access to what information. There are many 
types of assets including but not limited to: 
 

�x databases and data files, contracts and agreements, system documentation including 
process, research information, user manuals, training material, operational or support 
procedures, business continuity plans, fallback arrangements, audit trails, and archived 
information; 

�x application software, system software, development tools, and utilities; 

�x computer equipment, communications equipment, removable media, and other 
equipment; 

�x computing and communications services, general utilities, e.g. heating, lighting, power, 
and air-conditioning; 

�x people, and their qualifications, skills, and experience; 

�x intangibles, such as reputation and image of the organization. 
 

INFORMATION ASSET VALUATION 

Information in Non–digital and Digital form is created, processed, stored, archived, deleted 
while executing business activities. Examples are database records, mails, source code, paper 
documents, designs, emails, databases, Process Data, images etc. 
 
An Information Asset is a definable piece of information, stored in any manner which is 
recognized as 'valuable' to the organization. The most important and valuable information 
assets are those underpinning an agency’s core or most critical duties, capabilities or goals. The 
value of information assets is expressed in terms of the potential business consequences for 
events resulting in loss of confidentiality, integrity and or availability to them. Potential 
consequences include direct and indirect financial losses (immediate or subsequent), loss of 
revenue, failure to meet service obligations or reputational loss. Indirect consequences of a 
security failure also have to be considered.  
 
As per ISO 27001, information asset valuation can be done in terms of, 

a. Confidentiality of Information Asset; 
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b. Integrity of Information Assets; and 

c. Availability of Information Assets. 

 

RESPONSIBILITY 

Agencies are responsible and accountable for appropriately safeguarding the information assets 
in their custody. Agencies are best able to gauge the significance and worth of their 
information assets, the risks to them and the appropriate measures to safeguard them. The 
approach is to achieve and maintain appropriate protection of organizational assets. To 
accomplish this goal, all assets should be accounted for and have a nominated owner. Owners 
should be identified for all assets and the responsibility for the maintenance of appropriate 
controls should be assigned. The asset owner has the responsibility of to define the 
classification of an asset, periodically review it, and ensure it is kept up to date and at the 
appropriate level of security controls. The implementation of specific controls may be 
delegated by the owner as appropriate but the owner remains responsible for the proper 
protection of the assets. One of the very important obligations for any organization is to not 
outsource the responsibility of their assets, i.e. responsibility for the security of information 
assets is always within the agency owning the assets. 
 

ASSET MANAGEMENT  

Asset management is the key task for safeguarding the asset of an organization. It includes: 
  

�x Inventory of assets  
All assets should be clearly identified and an inventory of all important assets drawn up 
and maintained. An organization should identify all assets and document the 
importance of these assets. The asset inventory should include all information 
necessary in order to recover from a disaster, including type of asset, format, location, 
backup information, license information, and a business value. The inventory should 
not duplicate other inventories unnecessarily, but it should be ensured that the content 
is aligned. 
 

�x Ownership of assets 
All information and assets associated with information processing facilities should be 
owned by a designated part of the organization. The asset owner should be responsible 
for: 

a) ensuring that information and assets associated with information processing 
facilities are appropriately classified; 
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b) defining and periodically reviewing access restrictions and classifications, 
taking into account applicable access control policies. 

 
Ownership may be allocated to: 

a) a business process; 
b) a defined set of activities; 
c) an application; or 
d) a defined set of data. 

 

�x Acceptable use of assets 
Rules for the acceptable use of information and assets associated with information 
processing facilities should be identified, documented, and implemented. All 
employees, contractors and third party users should follow rules for the acceptable use 
of information and assets associated with information processing facilities. 
 

�x Information classification 
Information should be classified in terms of its value, legal requirements, sensitivity, 
and criticality to the organization. Classifications and associated protective controls for 
information should take account of business needs for sharing or restricting information 
and the business impacts associated with such needs. 
 

�x Information labeling and handling 
An appropriate set of procedures for information labeling and handling should be 
developed and implemented in accordance with the classification scheme adopted by 
the organization. Procedures for information labeling need to cover information assets 
in physical and electronic formats. 
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RISKS, THREATS AND VULNERABILITIES 

While formulating a security guideline every organization or agency should be aware of 
possible risks, threats and vulnerabilities. For appropriate safeguard of information assets 
know-how and keep informed on risks, threats and vulnerability is vital.  
 

SECURITY RISK 
Risk is the combination of the probability of an event and its consequences. An information 
security risk is the potential that a given threat will exploit information vulnerabilities to cause 
loss or damage to information assets and dependent capabilities, duties and hence business 
objectives. Reducing the risk of an organization requires risk identification and risk 
management process to be done periodically. Security risks become potential for many 
reasons. Major risks/weaknesses might cause if:  

�x little support for security measures  
�x information is not classified 
�x inadequate information security policy operates  
�x lack of security awareness are there 
�x weak access control mechanisms exists 
�x no official policy and no monitoring/intrusion detection or incident response team are 

in place 
�x Operating procedures are not documented 
�x Employees are not identified adequately, visitors may roam unchecked 
�x The building is in an earthquake zone, where minor quakes are expected every 

 
The level of security risk is evaluated by considering the combination of identified threats 
eventuating and the consequences for agency capabilities and values and their stakeholders. 
The risk analysis initially considers threats without any existing treatment by the agency. This 
reveals the most significant threats, which facilitates prioritization for implementing and 
maintaining safeguards. After this the efficacy of any existing safeguards is considered and the 
risk analysis adjusted to reflect them. This reveals where improvements may be needed, it is 
most likely that these will be in the operation of the existing safeguards not their theoretical 
capability. Recognizing the most significant untreated (‘inherent’) risks also ensures that they 
and their treatments are monitored with appropriate priority. 
 

THREAT 
A threat is the potential a potential cause of an unwanted incident, which may result in harm to 
a system or organizations’  information assets and information using capabilities. Threats can 
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be occur by natural disaster, intentional or accidental acts originating inside or outside the 
agency. Most threats exploit vulnerabilities in information assets or their supporting 
infrastructure. In general, a threat could cause: 

�x destruction of an asset or capability; 
�x corruption or modification of an asset; 
�x theft, removal or loss of an asset or capability; 
�x disclosure of an asset; 
�x use or acceptance of an illegal asset;  
�x destruction of image and loss of confidence; 
�x disruption in business process system; or 
�x interruption of services. 

 
Typical information security threats that could cause unwanted event include unauthorized 
access, disclosure of information, legal threats, sabotage, inadequate security awareness, poor 
security policy, fraudulent, workload, denial of service, spoofing, eavesdropping etc. 
 
VULNERABILITIES 
Vulnerabilities are flaws or weaknesses associated with an agency’s assets or capabilities. 
Vulnerability is merely a condition or set of conditions that may allow a threat to affect an 
asset. Therefore, a vulnerability that cannot be exploited by a threat or an asset with no known 
or suspected vulnerabilities cannot be a security risk. However, minor vulnerabilities in 
different systems may concatenate if the host systems are interconnected. This means it is 
important to analyze vulnerabilities for dependencies that reveal their full effect. 
 
Typically vulnerability results from flawed procedures, under-skilled staff, incorrectly 
configured or defective technology. For a vulnerability to be exploitable it must be known to or 
discoverable by a threat. This makes it important to follow the ‘need to know’ principle with 
respect to security related information, and apply it to both people and technology. It also 
makes it important for an agency to react appropriately when learning of vulnerabilities or 
vulnerabilities that affect it. However, the most pervasive vulnerability is probably the 
susceptibility of staff to ‘social engineering’, which makes security awareness for all staff an 
important safeguard. Vulnerabilities are classified according to the related assets: 

�x Organizational 
�x Personnel 
�x Environmental 
�x Hardware, software and network 
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It is evident that a pure technical approach cannot even protect physical assets, administrative 
procedure is essential to let maintenance personnel to enter the facilities and people with 
adequate knowledge of the procedures, motivated to follow it with proper care.  
 

THREAT IDENTIFICATION 

Once the assets requiring protection are identified, it is necessary to identify threats to those 
assets. The threats can then be examined to determine what potential for loss exists. It helps to 
consider what threats an organization is trying to protect its assets from. There are generally 
two basic types of threats: accidental threats and intentional threats. In general, threats to an 
asset should be considered in terms of the availability, confidentiality and integrity of the asset.  
 

VULNERABILITY IDENTIFICATION 

Vulnerabilities are weaknesses associated with an agency’s assets or capabilities. Typically 
vulnerability results from flawed procedures, under-skilled staff, incorrectly configured or 
defective technology. Identifying the vulnerabilities is very important for taking proper 
security controls in place. 
 

SECURITY RISK MANAGEMENT 

Information Security Risk Management is the systematic application of management policies, 
procedures and practices to the tasks of establishing the context, identifying, analyzing, 
evaluating, treating, monitoring and communicating information security risks. An effective 
information security risk management process underpins information security management. 
 

 
Figure: Risk Management Process (AS/NZS 4360:2004 - Risk Management Standard) 
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Documenting each step of the information risk management process is imperative to 
demonstrate that the process has been carried out correctly; to provide evidence of decisions, 
actions and processes; to provide an accountability mechanism; to facilitate continuing 
monitoring and review; to provide an audit trail; and to share and communicate information. 
 

CONSULTATION AND COMMUNICATION  

Consultation and communications continue throughout the process to ensure the information 
security management system is aligned with business needs and objectives, to produce 
expertise and knowledge from all stakeholders, to understand priorities and to develop security 
awareness throughout the agency or organization. 

ESTABLISH THE CONTEXT 

Effective risk management requires a thorough understanding of the context in which an 
organization or agency operates. The context sets the scope for the risk management process.  
The context includes strategic, organizational and risk management considerations.  According 
to the Standard, strategic context defines the relationship between the organisations and its 
environment. 
 

RISK IDENTIFICATION  

Identifying risks means recognizing scenarios where threats may affect assets. This involves 
considering threats in terms of the impact on assets, assets in terms of their vulnerabilities and 
threats to them, and security objectives relevant to assets. Risks should be initially identified as 
if there were no security measures in place which is the ‘inherent risk’. Understanding these 
untreated risks facilitates risk management throughout the life of the system. 
 
It is essential that a well-structured systematic process is used to ensure a comprehensive 
identification of risks. This identification should include all risks whether or not they can be 
controlled by the agency. Potential risks not identified at this stage will be excluded from 
further analysis. It is not uncommon that certain risks, vulnerabilities or threats may affect 
more than one of integrity, confidentiality and availability. 
 

RISK ANALYSIS 

Risk analysis involves determining the likelihood of a risk and its consequences and then 
combining these to estimate the overall level of risk. It will separate the minor acceptable risks 
from the major risks, and provide data for the evaluation and treatment of risks. 
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The risk analysis may be qualitative, quantitative or semi-quantitative. In most cases, a 
qualitative analysis is used, where explicit scales for likelihood, consequences and level of risk 
are determined. A semi-quantitative method can also be used by assigning numbers to the 
qualitative scales. Where risks can be quantified, the quantitative should be used. The general 
rule is that the method should be consistent and practical for the agency’s needs. Quantitative 
methods lend themselves to use in probability-based appraisals of return on security 
investment.  
 
An analysis of information security risks could be time-consuming. One of the most effective 
approaches for analyzing risks is the combined approach for risk identification, assessment and 
treatment. This involves conducting an initial high level risk analysis of the assets to identify 
risks that are common and for which there is an established treatment code of practice and a 
detailed analysis of risks to identify unusual and potential serious risks that are not well 
understood. 
 

RISK EVALUATION 

Risk evaluation must consider the effectiveness of existing safeguards in treating the likelihood 
and or consequences of the risks to information assets. In evaluating existing safeguards, 
various methods may be used to determine operational effectiveness. Once the risks have been 
evaluated a prioritized list of the risks for further action should be produced using the revised 
level of risk that reflects existing treatments. The purpose is to identify the risks that are 
acceptable and those that are not in accordance with the risk evaluation criteria. 

 

RISK TREATMENT 

Risks that have been assessed as unacceptable should be treated in order to make them 
acceptable. In some cases it may only be possible or practical to mitigate the consequences of a 
risk. Risk treatment may include any or a combination of the following options: 
 

�x Risk avoidance – by deciding not to become involved with or to withdraw from a 
situation or activity that places information assets at risk. 

�x Reduce the likelihood – by implementing safeguards that deter or prevent the threats 
and or reduce vulnerabilities affecting information assets. 

�x Reduce the consequences – by implementing safeguards to mitigate the threat’s impact 
by reducing the information assets exposed to the threat or by treating the aftermath if 
the threat eventuates. 

�x Risk sharing – by arranging another party to bear part of the risk, eg insurers. 
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�x Risk retention – the agency will accept all or part of a particular risk. 

RISK ASSESSMENT 

Security Risk Assessment is a periodical process of evaluating security risks. Security 
requirements are identified by a methodical assessment of security risks. The results of the risk 
assessment will help to guide and determine the appropriate management action and priorities 
for managing information security risks, and for implementing controls selected to protect 
against these risks. Common elements of risk assessment approaches involve three phases: 
information gathering, analysis, and prioritizing responses. 
 
The scope of a risk assessment can be either the whole organization, parts of the organization, 
an individual information system, specific system components, or services where this is 
practicable, realistic, and helpful. 
 

HANDLING RISKS, THREATS AND VULNERABILITIES 

Before handling a risk, the organization should decide criteria for determining whether or not 
risks can be accepted. Risks may be accepted if, for example, it is assessed that the risk is low 
or that the cost of treatment is not cost-effective for the organization. Such decisions should be 
recorded. For each of the risks identified following the risk assessment a risk treatment 
decision needs to be made.  
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INFORMATION SECURITY 

The information must be protected against harm from threats leading to different types of 
impacts such as loss, inaccessibility, alteration or wrongful disclosure. Security relates to the 
protection of valuable assets against loss, misuse, disclosure or damage. Protection is achieved 
by a combination of technical and nontechnical safeguards. Information security is achieved by 
implementing a suitable set of controls, including policies, processes, procedures, 
organizational structures and software and hardware functions. Information security process 
should be done in conjunction with other business management processes. 
 
The objective of information security is protecting the interests of those relying on information 
and the systems and communications that deliver the information from harm resulting from 
failures of availability, confidentiality and integrity.  
 
In the ever-changing technological environment, security that is state-of-the-art today may be 
obsolete tomorrow. Therefore, security protection must keep pace with these changes.  
 
WHY INFORMATION SECURITY? 

IT is growing as an integral part of everyday business and private life in our country, and 
dependency on information systems is increasing progressively. Increased dependency on IT 
means a higher impact when things go wrong. Information security is important to protect 
critical infrastructures and information. In both sectors, information security will function as an 
enabler to achieve e-government or e-business, and to avoid or reduce relevant risks.  
 
More appropriately, Information security is a cyclical management process called an 
Information Security Management System (ISMS). Within this process risks are continuously 
managed by applying appropriate safeguards to reduce the likelihood and or mitigate the 
consequences of unacceptable risks. 
 

PRINCIPLES 

In 1992, The Organization for Economic and Cooperation Development (OECD) has 
established 9 (nine) principles for the security of information systems and networks while 
formulating OECD Guidelines for the Security of Information Systems, 1992. The 
principles are: 
 

1. Awareness 
2. Responsibility 
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3. Response 
4. Ethics 
5. Democracy 
6. Risk assessment 
7. Security design and implementation 
8. Security management 
9. Reassessment 

 
Every agency or organization who wants their own security guideline must follow these OECD 
principles along with this guideline.  
 
REQUIREMENTS 

It is essential that an organization identifies its security requirements. There are three main 
sources of security requirements. One source is through a risk assessment; another source is the 
legal, statutory, regulatory, and contractual requirements; and the last but not least, by 
particular set of principles, objectives and business requirements for information processing. 
 
STRATEGY 

An information security strategy is a plan to mitigate risks while complying with legal, 
statutory, contractual, and internally developed requirements. Security strategies include 
prevention, detection, and response, and all three are needed for a comprehensive and robust 
security framework. Typically, security strategies focus most resources on prevention. 
Detection and response are generally used to limit damage once a security breach has occurred.  
 
SECURITY POLICY 

A written policy is the primary means by which direction to management, staff and other 
stakeholders is given. Effective security policies provide clear direction and commitment, and 
establish clear roles and responsibilities.  
 
Security Policy is a definite goal, course, or method of action to guide and determine present 
and future decisions concerning security in a system (defined by RFC 4949). Information 
security policies provide executive direction and support, and establish operating plans and 
processes. Information security policy is a control category in ISO 27001 that will exist for 
every ISMS. Policies establish the required behaviors and outcomes, and may vary widely in 
their specificity. Information security policy objective is to provide management direction and 
support for information security in accordance with business requirements and relevant laws 
and regulations. Management should set a clear policy direction in line with business 
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objectives and demonstrate support for, and commitment to, information security through the 
issue and maintenance of an information security policy across the organization. 
 
An information security policy document should be approved, and published and 
communicated to all employees within an agency and relevant external parties. The policy 
document should contain (As defined by ISO/IEC 17799:2005): 

�x a definition of information security, its overall objectives and scope and its importance; 
�x a statement of management intent  about information security in line with the business 

strategy and objectives; 
�x a framework for setting security controls, structure of risk assessment and risk 

management; 
�x a brief explanation of the security policies, principles, standards, and compliance 

requirements, including: 
o compliance with legislative, regulatory, and contractual requirements; 
o security education, training, and awareness requirements; 
o business continuity management; 
o consequences of information security policy violations; 

�x a definition of general and specific responsibilities for information security 
management, including reporting information security incidents; and 

�x references to documentation which may support the policy. 

The information security policy should be reviewed at planned intervals or if significant 
changes occur to ensure its continuing suitability, adequacy, and effectiveness over time. 
 

INFORMATION SECURITY MANAGEMENT SYSTEM 

The loss of confidentiality, integrity and availability of information and related services can 
have a severe impact on agencies’ objectives. It is essential to appropriately safeguard 
information assets within agencies. Appropriately safeguarding information assets, and hence 
business objectives, can be achieved by an Information Security Management System (ISMS). 
ISMS is a system for establishing, operating and continuously ensuring the appropriateness of 
safeguards against security threats to information assets. Having ISMS is an aspect of ICT 
governance. Using the Deming Circle (Plan – Do – Check – Act cycle) reflects continuous 
evolution of an ISMS to meet ever-changing threats, vulnerabilities and business needs.  
 

SECURITY CONTROLS  

Security controls are safeguards or countermeasures to avoid, counteract or minimize security 
risks. To help review or design security controls, they can be classified by several criteria. For 
example according to the time: 
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�x Before the event, preventive controls; 
�x During the event, detective controls; 
�x After the event, corrective controls. 

 
Security controls can also be categorized according to their nature, for example: 

�x Physical controls 
�x Procedural controls 
�x Technical controls 
�x Legal and regulatory or compliance controls 

 

INFORMATION SECURITY SAFEGUARD 
The objective of safeguards is to achieve an appropriate and consistent level of security 
throughout the agency. Strong management practices provide a vital role in the implementation 
of effective safeguards. Safeguard may be classified as below: 
 

�x Organizational and Management Safeguard 
�x Physical and Environmental Safeguards 
�x Operational Safeguards 
�x Technical Safeguards 

 

SECURITY MONITORING AND REVIEW 

The purpose of monitoring and review is to assess the extent to which ISMS objectives are 
being achieved, its effectiveness. Monitoring captures data and information for analysis and 
focuses on the activities and condition of information flow. Two key components in security 
monitoring are analysis of information security incidents and measuring the effectiveness of 
security controls for verification purposes. Security monitoring and review let the organization 
do continuous improvement of security controls.  
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STEPS TOWARD IS IMPLEMENTATION 

 
Steps towards implementing information security may be articulate as follow: 
 

�x Classification of Information 
�x Management responsibilities for Information security  
�x Check compliance with existing regulatory framework 
�x Risk, threat and vulnerability assessment and reduction 
�x Design, implement and review Information Security Policy and Framework 
�x Monitor, review and improve Information security processes 
�x Initiate international cooperation on information security  
�x Capacity and awareness development on Information Security  
�x Organize and build Incident response, IT evidence and IT forensic team 
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