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TERMS AND DEFINITION

Assetanything that has value to the organization

Avalilability Information Systems should be available to users at any given or speefied of
time.

Information System an electronic information system that processes data electronically through
the use of information technologyincluding but is not limited to: computer systems, servers,
workstations, terminals, storage media, comraitinin devices, network resources and Internet.

Confidentiality only authorized persons are allowed to know or gain access to the information
stored or processed by Information Systems in any aspects.

Integrity only authorized persons are allowed tokmahanges to the information stored or
processed by Information Systems in any aspects.

IT Security Policy a documented list of management instructions that describe in detail the proper
use and management of computer and network resources with thleivebj® protect these
resources as well as the information stored or processed by Information Systems from any
unauthorized disclosure, modifications or destruction.

Classified Information refers to the categories of information classified in accordaittethe
Security Regulations.

Control means of managing risk, including policies, procedures, guidelines, practices or
organizationastructures, which can be of administrative, technical, management, or legal nature

Guideline a description that cldres what should be done and how, to achieve the objectives set
out in policiesinformation processing facilitieany information processing system, service or
infrastructure, or the physical locations housing them

Information security preservation of cdidentiality, integrity and availability of information; in
addition, other propertiesuch as authenticity, accountability, A@pudiation, and reliability can
also be involved

Information security eventan information security event is an identifietctorrence of a system,
service or network statedicating a possible breach of information security policy or failure of
safeguards, or a previousipknown situation that may be security relevant
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Information security incident an information security indent is indicated by a single or a series
of unwanted or unexpectedformation security events that have a significant probability of
compromising business operatiard threatening information security

Policy overall intention and direction as formaélxpressed by management

Risk combination of the probability of an event and its consequence

Risk analysissystematic use of information to identify sources and to estimate the risk

Risk assessmentverall process of risk analysis and risk evaluation

Risk evaluation process of comparing the estimated risk against given risk criteria to determine
the significance of thask

Risk managementcoordinated activities to direct and control an organization with regard to risk
Risk treatment process of seleictin and implementation of measures to modify risk

Third party that person or body that is recognized as being independent of the parties involved, as
concerns théssue in question

Threat a potential cause of an unwanted incident, which may result m bara system or
organization

Vulnerability a weakness of an asset or group of assets that can be exploited by a threat
Exploit A technique or code that uses a vulnerability to provide system accessitiather.
Social engineeringObtaining informabn from individuals by trickery.

Spoofing A form of masquerading where a trusted IP address is used instead of tiReadadeess
as a means of gaining access to a computer system.
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ABOUT THE GUIDELINE

INTRODUCTION

Information is one othe most impatant asset$or a nation, government, public or private
organization, and for its citizeimformation exiss in many forms. Whatever forngprinted or
written on paper, storedlectronically,transmitted byphysicalélectronic means, shown on
films, or goken in conversatignt takes, or means by which it is shared or stored, it should
always beappropriately protectet establish and maintain trusmtiong the stakeholders thie
information.

Every agencyincluding government, negovernment or businssises informationVarious
threatsmay affect thesecurity- confidentiality, integrity and availability of this information

thus may spoil the property of the agenEyery acting and neacting agency or individual

has a primary role in protecting tmation’s information infrastructure. The security of the
systems and information is essential to its safety and soundness and to the privacy of every
stakeholder of the information.

Information security is the protection of information from ae&vrangeof threats and it is the
process by which an organization protects and secures its systems, media, and facilities that
process and maintain information vital to its operatitinsan beachieved by implementing a
suitable set of controls, including paés, processes, procedures, organizational structures and
software and hardware functions. These contrded to be established, implemented,
monitored, reviewed and improved, where necesaadshould be done igonjunction with

other management process

Security measures arengoing processwhich integrates processes, peoptechnology,
organizations and nation® protect information byformulating a security process that
classifiesinformation,identifiesrisksor threats evolvesand deploys strategyto mitigatethe
risks or threatsin accordance with risk assessment and acceptable risk tolerance tkstsls
the implementation, anchonitorsthe environment to control the riskbuild a emergency
response tearfor rapid moves in case of anycident.

BACKGROUND

As an initiative towardshe vision of thegovernmentof materializingDigital Bangladestby
2021,ICTs are spreadingwift and ICT based services are reactangntrys’ utmost placsto
utmost citizenMoreover thegovernmentraditioral work process ishifting to ICT enabled
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work process to ensure good governatireughout the countryAs a result information and
service channel are getting the electronic form. Beshike widespread use of the Internet,
handheld andoortable computedevices, and mobile andireless technologies has made
access to datand information easy and affordable. On tiker hand, these developments
have providedhew opportunities for information technologgtatedproblems to occur, such as
theft of datamalicious attacks using viruses, hacking, deofaervice (DoS) attacks and even
new ways tocommit organised crime. These risks, as welltlzs potential for careless
mistakes, can all resutt seriousnational,financial, reputational and othdamags.

In the cyber world Bangladesh is not an isolated island. It faces the same sophistication of
attacks as that of USA and other developed developingountries are facing. This should

also be noted that cyber security is a continuous processeadihternational cooperation as
crime can be originated from anywhere in the world

In Bangladesh, several cyber attattkast havecaused substantial damages to computer systems
including loss of data, disruptions in government’s service delivery, privaay a
confidentiality, intellectual property crimes, selling illegal articles, pornogrdmue been
observed within the past few yeaf® prevent further proliferation proper actions need to be
in place fastThe government alone can’t expediied implementhis process, everyone who

is using information for whateveeasonshould be aware of armbme forward for protecting
information asset.

SCOPE

This guideline establishes general pripées for initiating, implementing, maintaining, and
improving infaomation security managementithin government, nofgovernment agencies
and end userg\ny organization government and ngavernment agency who wants to ensure
integrity, accountability, authenticity, availability, confidentiality, privacy ofitheformation
can use this guideline for implementingformation security managementithin their
organization This guideline mayserve as gractical guideline for developing organizational
security sandards and effective securinanagemenpractices and to g build confidence in
inter-organizational activities.

PURPOSE

The purpose of this Guideline is to assist Governnmam norgovernmentagencies to
establish andnaintain their Information Security Management System (ISMS). This Guideline
is applicablego person who isiccountable for the security of information assetgeoplewho

are responsible for initiating, implementing and or monitoring ngkhagement within their
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agency; ando peoplewho are responsible for initiating, implementing and orntaaning
information security within their agency.

The aims of this Guideline are to:
X Raise awareness of the security risks to information assets and how to déladmith
X Assist agencies to deploy and operatermationSecurity ManagemenBystemby:
- providing a coherent approach and method;
- providing a starting point for policies and plaasg
- providing information about threats, vulnerabilities and safeguards.

This Guideline may be applied at any stage of an activity, function, project, prodassedr
involving information. Generally, information security management is appliecbtaplete
information systems and facilities. However, it can also be directaddividual system
components or services where this is practicable and useful.
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INFORMATION AND ASSET

INFORMATION

Information is an asset that has a value to an agency or to someone outsitlestthatial
agency and must therefore be appropriately safeguarded.

Broadly defined Information is the basis on which governments conduct their $aisine
Reliable information supports business capabilities, notably by enabling good detadimg.
The Governmenbf Bangladeshholds information that is operationallgdministratively,
politically, commercially or personally significant. The governmexgehfundamental ‘duty of
care’ and legal obligations to protect this information framauthorised or accidental
modification, loss or release. There are also morak#imdal considerations the appropriate
handling ofinformation.

Information can bén any form. It includes:

X documents and papers;

X electronic data;

X the systems (software, hardware and networks) on which the information is stored,
processed or communicated;

x intellectual information (knowledge or perceptions) acquired by individuals; and

X physical items from which information regarding design, components or usebeould
derived.

INFORMATION OWNER AND INFORMATION CUSTODIAN

Thelnformation owner is a functional owner responsible for ensuring that proper controls are
in place to address codéntiality, integrity and availability ofhformation and hasuthority

and responsibility for controlling productiordevelopment, maintenance; usingsecurity
controls over theasset;placing appropriate level of protectipnmeviewing the information
classification, security controls access restrictions periodicallfor making costbenefit
decisionsessential to ensure accomplishment of organizational miebiestives.

The Information custodian is a person designated by the owner to be responsible for
protectinginformation by maintaining safeguards and controls established loyvtey; taking

prior approvalbefore sharingnformation. A custodianis also responsible toepfiorm regular
backup and data validity testing activitiedata restoration fronmbackups periodically
implement access control as defined by information ow@iestodian should be assignéat

each information assethe custodiarremains ultimately responsible for the security of the
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asset and should be able determine that any tegated responsibility has been discharged
correctly.

INFORMATION CLASSIFICATION

Information of different types needo be secured in different ways. Therefore a classification
system is needed, whereby information is classified, a policy is laid dovinowrto hadle
information according to stclass and security mechanisms are enforced on systems handling
information accordingly. Information classification ensures information receives an
appropriate level of protectiomformation should be classifigd indicate the need, priorities,

and expected degree of protectiwhen handling the informatiorinformation has varying
degrees of sensitivity and criticality. Some items may require an additemedlof protection

or special handling. An informatioclassification scheme should be used to defme
appropriate set of protection levels and communicate the need for special handling measures.

Information can be classified in terms of its value, legal requirements, sensitivity, and
criticality to the country or to theorganization.Classification given to information is a
shorthand way of determining how thiaformation is to be handled and protected
Classification systems vary from country to country, most have levels corresponding to the
following British definitions Common classificatiohasfive levels as mentioned below:

Top Secret

Secret

Confidential
Restricted

Public orUnclassified

g b~ wdNPE

ASSET

Asset is anything that has a value to the organization, agency or nation. Informaticeyis a
assetfor an organizationAsset muskeepin protection for ensuringaist among stakeholders
who use and owthe asset. Asset is very much related to security risks asses3imefiirst
step in assessing security risks is to take stock of your enterpng@’mation assets (e.g.
application programs, stored communications, reports, prodesigns and specifications,
proposals, business plans, financial records, databmsdsther files and documents residing
on yourorganization’s computer systems)

The objetive is to organize thessets, conceptually, into appropriate categot@shelp
understand them and their boundariéss necessaryo determine th@ppropriate owners of
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the various assets and convince them to take responsfbiligvaluating theirmportance and
value.

Asset must be classified for assigning access to that @ssmdthe information resourcdsgmve
been identified and developed appropriate wagt classifying and understanding their
perimeters, the next step is to define wieedsaccess to what informatioithere are many
types of assets includidgit not limited to

X databases and data files, contracts and agreements, system documeartiatiomg
processresearch information, user manuals, training material, operational oorsupp
proceduresbusiness continuity plans, fallback arrangements, audit trails, and archived
information;

x application software, system software, development tools, and utilities;

X computer equipment, communications equipment, removable media, ot
equpment;

X computing and communications services, general utilities, e.g. heating, ligiangr,
and airconditioning;

X people, and their qualifications, skills, and experience;

X intangibles, such as reputation and image of the organization.

INFORMATION ASSET VALUATION

Information in Nordigital and Digital form is created, processed, stoexdhived, deleted
while executing business activities. Examples are datakaseds, mails, source code, paper
documents, designs, emails, databaBescess Data, imag etc.

An Information Asset is a definable piece of information, stored in raapner which is
recognized as 'valuable' to the organizatibhe most important and valuable information
assets are those underpinningagency’s core or most critical dugiecapabilities or goals. The
value of information assets is expressed in terms of the potential bustmessjuences for
events resulting in loss of confidentiality, integrity and or availabtidythem. Potential
consequences include direct and indiriicancial lossegimmediate or subsequent), loss of
revenue, failure to meet service obligationsrgputational loss. Indirect consequences of a
security failure also have to lensidered.

As per ISO 2700linformationasset valuation can lonein terms of

a. Confidentiality of Information Asset
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b. Integrity of Information Assetsand

c. Availability of Information Assets

RESPONSIBILITY

Agencies are responsible and accountable for appropriately safeguardimigrimation assets
in their custody. Agenes are best able to gauge the significaaocel worth of their
information assets, the risks to them and the appropriate medsuseseguard them. The
approach is toachieve and maintain appropriate protection of organizatiasaéts To
accomplishthis goal dl assets should be accounted for and have a hominated dwmeers
should be identified for all assets and the resjwlity for the maintenance adppropriate
controls should be assignedhe asset owner hathe responsibility of to define the
classification of an asseperiodically review it, and ensure it is kept up to date and at the
appropriate levelof security controls The implementabn of specific controls may be
delegated by the owneas appropriate but the owner remains responsihiethfe proper
protection of the asset@ne of the very importardbligationsfor any organization iso not
outsourcethe responsibilityof their assets, i.eesponsibilityfor the security of information
assets is always witlhthe agency owning the asse

ASSET MANAGEMENT

Asset management is the key task for safeguarding the asset of an organization. It includes:

X Inventory of assets
All assets should be clearly identified and an inventory of all important assets drawn up
and maintained.An organizéion should identify all assets and document the
importance of these assets. The asseentory should include all information
necessary in order to recover from a disaster, includingdf/jpsset, format, location,
backup information, license informatipand a business value. Timwentory should
not duplicate other inventories unnecessarily, but it should be ensured tbantéest
is aligned.

X Ownership of assets
All information and assets associated with information processing facilities should be
owned by a designated part of the organizatidre asset owner should be responsible
for:
a) ensuring that information and assets associated with information processing
facilities areappropriately classified;
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b) defining and periodically reviewing access resions and classifications,
taking intoaccount applicable access control policies.

Ownership may be allocated to:
a) a business process;
b) a defined set of activities;
c) an application; or
d) a defined set of data.

X Acceptable use of assets
Rules for the acceptabluse of information and assets associated with information
processing facilities should be identified, documented, and implemerid.
employees, contractors and third party users should follow rules for the acceptable use
of information and assets assied with information processing facilities

X Information classification
Information should be classified in terms of its value, legal requirements, sensitivity,
and criticality to the organizatioflassifications and associated protective controls for
information should take account of busineseds for sharing or restricting information
and the business impacts associated with such needs.

x Information labeling and handling
An appropriate set of procedures for information labeling and handling should be
developed and implemented in accordance with the classification scheme adopted by
the organizationProcedures for information labeling need to cover information assets
in physical and electroniormats.
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RISKS, THREATS AND VULNERABILITIES

While formulaing a security guideline every organization or agency should be aware of
possible risks, threats and vulnerabilities. For appropriate safeguard of information assets
know-how and keep informed on risks, threats and vulnerability is vital.

SECURITY RISK

Risk is the combination of the probability of an event and its consequeficasformation
security risk is the potential that a given threat will exploit informatiginerabilities to cause
loss or damage to information assets and deperagabilities,duties and hence business
objectives. Reducing the risk of an organization requires risk identification and risk
management proces® be doneperiodically. Security risks become potential for many
reasonsMajor risks/weaknesses migtdause if

little supportfor security measures

information is not classified

inadequate information security polioperates

lack ofsecurity awareessare there

weak access control mechanisexssts

no official policy and no monitoring/intrusion det®mn or incident rgsonse teanare
in place

Operating procedures anetdocumented

x Employees are not identified adequgt®isitors may roam unchecked

x The building is in an earthquake zone, where minor esiake expected every

X X X X X X

x

The level of security risk igvaluated by aassidering the combination of identified threats
eventuating andhe consequences for agency capabilities and valueshamdstakeholders.
The risk analysis initially considers threats without any existing treatment lagémey. This
reveals the most gmificant threts, which facilitates prioritation for implementing and
maintaining safeguards. After this the efficacy of any exisdafgguards is considered and the
risk analysis adjusted to reflect them. This revediere improvements may be needigds
most likely that these will be in the operatiohthe existing safeguards not their theoretical
capability. Recognizing the mosignificant untreated (‘inherent’) risks also ensures that they
and their treatments amngonitored with appropriate pity.

THREAT

A threat is the potentia potential cause of an unwanted incident, which may result in harm to
a system or organizatigninformation assets and information using capabilities. Threats can
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be occur by naturatlisastey intentional or accieéntal acts originatingnside or outside the
agency. Most threats exploit vulnerabilities in information assetstheir supporting
infrastructureln general, a threat could cause:

destruction of an asset or capability;
corruption or modification of an ast;

theft, removal or loss of an asset or capability;
disclosure of an asset;

use or acceptance of an illegal asset;
destruction of image and loss of confidence;
disruption in business process system; or
interruption of services.

X X X X X X X X

Typical information searity threatsthat could cause unwanted evemtlude unauthorized
accessgisclosure of informationlegal threats, sabotage, inadequate security awareness, poor
security policy, fraudulent, workloadgnial of service, spoofing, eavesdropping etc.

VULNERABILITIES

Vulnerabilities areflaws or weaknesses associated with amrary’'s assets or capabilities.
Vulnerability is merely a condition or set of conditions that may allow a threat to affect
asset. Therefore, a vulnerability that cannot be expldyedthreator an assewith no known
or suspected vulnerabilities cannot be a security risk. However, miroerabilities in
different systems may concatenate if the host systemsi@meonnected. Thisneans it is
important to analyz vulnerabilitiedor dependenciethat reveal their full effect.

Typically vulnerability results from flawed procedures, undkilled staff, incorrectly
configured or defective technology. For a vulnerability to be exploitable it musidven to or
discoverable by a that. This makes it important to follow the ‘needkteow’ principle with
respect to security related information, and apply it to both pempdetechnology. It also
makes it important for an agency to react appropriately vie@ming of vulnerabilities 0
vulnerabilities that affect it. However, the most pervasive vulnerabiityprobably the
susceptibility of staff to ‘social engineering’, which makes secutyreness for all staff an
important safeguard/ulnerabilities are classified according te ttelated assets:

x Organizational

x Personnel

x Environmental

x Hardware, software and network
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It is evident that a pure technical approach cannot even protect physical asetsstrative
procedureis essentiako let maintenance personnel to enter the ifasl and people with
adequate knowledge of the procedures, motivaddollow it with proper care

THREAT IDENTIFICATION

Once the assets requiring protection are identified, it is necessary to identify threats to those
assets. The threats can then kansined to determine what potential for loss exists. It helps to
consider what threatsn organization isrying to protectits assets from. There are generally

two basic types of threats: accidental threats and intentional thieafsneral, threats tan

asset should be considered in terms of the availability, confidentiality and integrity of the asset.

VULNERABILITY IDENTIFICATION

Vulnerabilities are weaknesses associated with an agency’s assets or capabilities. Typically
vulnerability results from ldwed procedures, undskilled staff, incorrectly configured or
defective technology. Identifying the vulnerabilities is very important for taking proper
security controls in place.

SECURITY RISK MANAGEMENT

Information Security Risk Managemeistthe sytematic application of managemepttlicies,
procedures and practices to the tasks of establishing the context, ident#pemlgang,
evaluating, treating, monitoring and communicating information sectiskg. An effective
information security risk magement process underpins informatseaurity management.

Communicate and consult

Establish \ | Identi Analyse \ Evaluate Treat
the context |[| | the risks therisks || the risks the risks
Objectives | What can Review controls Evaluate risks Identify options

happes? o / 2 Select the best
Stakeholders Likelihoods S/ Rank risks responses

'

Criteria How can it Consequences Develop risk

happen? treatment plans
Eeblt;f:‘qgnktx:y Level of risk Implement

e, ] e —-— _h_"'l.__ -— T ey
— — = = = I = ~
Monitor and review

Figure: Risk Management ProcesS(NZS 4360:2004 Risk Management Standard
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Documenting each step of the information risk management process is impéumtive
demonstrate that the process hasrbcarried out correctly; to provide evidence of decisions,
actions and processes; to provide an accountability mechanism; to facilitate continuing
monitoring and review; to provide an audit trail; and to share and communicate information.

CONSULTATION AND COMMUNICATION

Consultation and communications continue throughouptbeessto ensure thenformation

security management systei®m aligned with business needsyd objectives,to produce
expertise and knowledge from all stakeholgérsinderstand porities and todevelop security
awareness throughout the agencyrganization

ESTABLISH THE CONTEXT

Effective risk management requires a thorough understgndi the context in which an
organizationor agency operatesihe context sets the scope foetrisk management process.

The conext includes strategic, orgaatzonal and risk management considerations. According

to the Standard, strategic context defines the relationship between the organisations and its
environment.

RISK IDENTIFICATION

Idertifying risks meangecognizingscenarios where threats may affect assets. This involves
considering threats in terms of the impact on assets, assets in terms of their vulnerabilities and
threats to them, and security objectives relevant to assets. RisKd §e initially identified as

if there were no security measures in place which is the ‘inherent risk’. Understanding these
untreated risks facilitates risk management throughout the life of the system.

It is essential that a weditructured systematiprocess is used to ensurecamprehensive
identification of risks. This identification should include all riskbether or not they can be
controlled by the agency. Potential risks not identifiedh&t stage will be excluded from
further analysisit is not uncommon that certain risks, vulnerabilities or threats may affect
more tharone of integrity, confidentiality and availability.

RISK ANALYSIS

Risk analysis involves determining the likelihood of a risk and its consequencefeand
combining theseat estimate the overall level of risk. It will separate the maumeptable risks
from the major risks, and provide data for the evaluation and treatrihesks.
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The risk analysis may be qualitative, quantitative or sgmntitative. In most cases, a
gualitative analysis is used, where explicit scales for likelihood, consequenclesanaf risk

are determined. A semguantitative method can also be used by assigningbes to the
gualitative scales. Where risks canch@antified, the quantitative shld be used. The general
rule is that the method shoubd consistent and practical for the agency’s needs. Quantitative
methods lendthemselves to use in probabitbased appraisals of return on security
investment.

An analysis of information securitysks could be time&onsuming. One of the mostfective
approaches for analymy risks is the combined approach for risk identificatessessment and
treatment. This involves conducting an initial high level risk analysthe assets to identify
risks that are common and for which there is an establigleatiment code of practiGnda
detailed analysis of risk&o identify unusual angotential serious riskshat are not well
understood.

RISK EVALUATION

Risk evaluation must consider the effectivesef existing safeguards in treating likelihood
and or consequences of the risks to information assets. In evalexisiqng safeguards,
various methods may be used to determine operational effectiv@ressthe risks have been
evaluated a prioiited list of the risks for further actishould be produced using the revised
level of risk that reflects existing treatments. Tepose is to identify the risks that are
acceptable and those that are not in accordaiibehe risk evaluation criteria.

RISK TREATMENT

Risks that have been assessed as unacceptable should be treated in order tttemmake
acceptable. In some cases it may only be possible or practical to mitigabaslegluences of a
risk. Risk treatment may include any or a combinatiotheffollowing options:

X Risk avoidance- by deciding not to become involved with or to withdraw from a
situation or activity that places information assets at risk.

X Reduce the likelihood by implementing safeguards that deter or preventhheats
and o reduce vulnerabilities affecting information assets.

X Reduce the consequeneceby implementing safeguards to mitigate the threatjsact
by reducing the information assets exposed to the threat or by treatiafjetimeath if
the threat eventuates.

x Risk sharing- by arranging another party to bear part of the risk, eg insurers.
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X Risk retention-the agency will accept all or part of a particular risk.
RISK ASSESSMENT

Security Risk Assessmentis a periodicalprocess of evaluating security riskSecurity
requirements are identified by a methodical assessment of security risks. The results of the risk
assessment will help to guide and determine the appropriate management action and priorities
for managing information security risks, and for implementing radsitselected to protect
against these riskCommon elements of risk assessment approaches involve three phases:
information gatheringanalysis, and prioritizing responses.

The scope of a risk assessment can be either the whole organization, partsrgatiization,
an individual information system, specific system components, or services where this is
practicablerealistic, and helpful.

HANDLING RISKS, THREATS AND VULNERABILITIES

Before handling a risk, the organization should decide criteria termdening whether or not

risks can be accepted. Risks may be accepted if, for example, it is assessed that the risk is low
or that the cost of treatment is not ceffective for the organization. Such decisions should be
recorded. For each of the risksemdified following the risk assessment a risk treatment
decision needs to be made.
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INFORMATION SECURITY

The information must be protected against harm from threats leading to different types of
impacts such as loss, inaccessibility, alteration or wrdrdjsclosure. Security relates to the
protection of valuable assets against loss, misuse, disclosure or damage. Protection is achieved
by a combination of technical and nontechnical safeguards. Information security is achieved by
implementing a suitable es of controls, including policies, processes, procedures,
organizational structures and software and hardware functions. Information security process
should be done in conjunction with other business management processes.

The objective of information sadty is protecting the interests of those relying on information
and the systems and communications that deliver the information from harm resulting from
failures of availability, confidentiality and integrity.

In the everchanging technological envirorent, security that is statéd-the-art today may be
obsolete tomorrow. Therefore, security protection must keep pace with these changes.

WHY INFORMATION SECURITY?

IT is growing as an integral part of everyday business and private life in our coumtry, an
dependency on information systems is increasing progressively. Increased dependency on IT
means a higher impact when things go wrong. Information security is important to protect
critical infrastructures and information. In both sectors, informationrggeull function as an
enabler to achieve-government or-#usiness, and to avoid or reduce relevant risks.

More appropriately, Information security is a cyclical management process called an
Information Security Management System (ISMS). Within fniscess risks are continuously
managed by applying appropriate safeguards to reduce the likelihood and or mitigate the
consequences of unacceptable risks.

PRINCIPLES

In 1992, The Organization for Economic and Cooperation Development (OECD) has
established (nine) principles for the security of information systems and networks while
formulating OECD Guidelines for the Security of Information Systems, 1992 The
principles are:

1. Awareness
2. Responsibility
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Response

Ethics

Democracy

Risk assessment

Security degin and implementation
Security management
Reassessment

© 00N U A~®

Every agency or organization who wants their own security guideline must follow these OECD
principles along with this guideline.

REQUIREMENTS

It is essential that an organization identifies its secuequirements. There are three main
sources of security requirements. One source is through a risk assessment; another source is the
legal, statutory, regulatory, and contractual requirements; and the last but not least, by
particular set of principle®bjectives and business requirements for information processing.

STRATEGY

An information security strategy is a plan to mitigate risks while complying with legal,
statutory, contractual, and internally developed requirements. Security strategies include
prevention, detection, and response, and all three are needed for a comprehensive and robust
security framework. Typically, security strategies focus most resources on prevention.
Detection and response are generally used to limit damage once a seeadtylms occurred.

SECURITY PoLICY

A written policy is the primary means by which direction tanagement, staff andther
stakeholderss given Effective security policies provide clear direction and commitment, and
establish clear roles and respoigibs.

Security Policy is alefinite goal, course, or method of action to guide detgrmine present
and future decisions concerning security irsystem(defined by RFC 4949)Information
security policies provide executive direction and support, estdblishoperating plans and
processes. Information security policy is a control categodp@ 27001 that will exist for
every ISMS. Policiegstablish the required beharsand outcomes, and may vary widely in
their specificity.Information securitypolicy objective is tqorovide management direction and
support for information security in accordance witlsiness requirements and relevant laws
and regulations.Management should set a clear policy direction in line with business

Information Security Guideline 2011 (Draft) Page 23



objectives and demonsate support for, and commitment to, information security through the
issue and maintenance of iaformation security policy across the organization.

An information security policy document should be approved, and published and
communicated to all emplegswithin an agencyand relevant external partieShe policy
document should conta{As defined by ISO/IEC 17799:2005)

X a definition of information security, its overall objectives and scopetandportance;
X a statement of management inteatboutinformationsecurity in line with the business
strategy and objectives;
x a framework for settingsecurity controls, structure of riskassessment and risk
management;
X a brief explanation of the security policies, principles, standards, and compliance
requiremats, including:
o compliance with legislative, regulatory, and contractual requirements;
0 security education, training, and awareness requirements;
0 business continuity management;
0 consequences of information security policy violations;
x a definition of generaland specific responsibilities for information security
managemenincluding reporting information security incidenss)d
X references to documentati which may support the policy

The information security policy should be reviewed at planned interval$é significant
change®ccur to ensure its continuing suitability, adequacy, and effectivenessime

INFORMATION SECURITY MANAGEMENT SYSTEM

The loss of confidentiality, integrity and availability of information and related services can
have a severempact on agencies’ objectives. It is essential to appropriately safeguard
information assets within agencies. Appropriately safeguarding information assets, and hence
business objectives, can be achieved by an Information Security Management Systen (ISMS
ISMS is a system for establishing, operating and continuously ensuring the appropriateness of
safeguards against security threats to information assets. Having ISMS is an aspect of ICT
governance. Using thBeming Circle (Plan — Do — Check— Act cycle) reflects continuous
evolution of an ISMS to meet evehanging threats, vulnerabilities and business needs.

SECURITY CONTROLS

Security controlsare safeguards or countermeasures to avoid, counteract or minimize security
risks. To help review or desigeaurity controls, they can be classified by several criteria. For
example according to the time:
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x Before the evenpreventive controls
x During the eventdetective controls
x After the eventcorrective controls

Security controls can also be categoriaedording to their nature, for example:
x Physical controls
x Procedural controls
x Technical controls
x Legal and regulatory or compliance controls

INFORMATION SECURITY SAFEGUARD

The objective of safeguards is to achieve an appropriate and consistent levelrdfy se
throughout the agenc$trong management practices provide a vital role in the implementation
of effective safeguards. Safeguard may be classified as below:

Organizational and Management Safeguard
Physical and Environmental Safeguards
Operational &feguards

Technical Safeguards

SECURITY MONITORING AND REVIEW

The purpose of monitoring and review is to assess the extent to which ISMS objectives are
being achieved, its effectiveness. Monitoring captures data and information for analysis and
focuses orthe activities and condition of information flow. Two key components in security
monitoring are analysis of information security incidents and measuring the effectiveness of
security controls for verification purposes. Security monitoring and reviewwdetrganization

do continuous improvement of security controls.
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STEPS TOWARD IS IMPLEMENTATION

Steps towards implementing information secuniyy be articulate as follaw

Classification ofnformation

Management responsibilities for Information setguri

Check @mpliance with existing regulatory framework

Risk, threat and vulnerability assessment and reduction
Design,implementand reviewl nformationSecurity Policy andFramework
Monitor, review and improve Information security proesss

Initiate intemational cooperatioan information security

Capacity and awareness development on Information Security
Organize and builthcident response, IT evidence and IT forensic team

X X X X X X X X X
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